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Enhancing Your Identity And Access Management Infrastructure
Through Simplified Management And Centralised Control.

In a world of ever increasing risk your
organization requires a flexible, robust and
secure approach to Access Management. As
new threats are introduced you need to look to
strong authentication - supporting numerous
applications and authentication protocols
across different systems and scenarios.

Access: One simplifies the complexity of managing
identity, access and audit management for multiple
systems, infrastructures and security services -
reducing risk and removing the need for complex
application development.

Access: One’s zero-touch user management system
simplifies your Access and Authentication Management
solution by enabling you to:

® Seamlessly integrate and reuse existing user repositories
- removing the need for provisioning and synchronization
to an Access Manager.

® Associate multiple authentication mechanisms and user
repositories with a single application.

®  Provide real-time authentication of users against multiple
authentication sources (for example, multiple Active
Directory Forests or Windows Domains).

® Provide a real-time validation of users, authentication
mechanisms and access privileges against your
infrastructure - new services can be enabled
dynamically.

Implementing

allows you to:

Support your Single Sign-On and Federation
requirements, including SPNEGO and SAML
support out of the box.

Introduce new services and features to web
services logon (for example, anti-phishing
controls or choice of authentication methods
available).

Integrate  additional information sources
in real-time. Extending the scope of your
authentication process and enabling you to
collect, consolidate and transform attributes
from external systems and securely pass them
to the target application.

Introduce new services for step-up authentication
or transaction signing.

Manage multiple Applications and Authentication
Mechanisms from a central console.

Easily secure access to applications both internal
and external to your organization. Simplifying
control of customer and employee access while
extending your access management platform
to support the cloud.

...without the need to change your backend
applications.

®




Access: One, providing Access Management for secure access to Web applications Access: One also enables your organization to benefit from the added convenience of single
from a single administrative console. sign-on (SSO) to your protected applications. For organizations, single sign-on can help to:

N N o ® |mprove employee productivity - with users only authenticating once.
Access: One enables organizations to centrally manage and control the authentication and authorization P ployee p y y g

mechanisms for multiple applications and user repositories from a central console. ® Strengthen controls - by complimenting your single sign-on with secure, multi-factor
authentication.

Bringing together security services from across your infrastructure enables you to build a best-of-breed °

platform for identity and access management; reusing critical security services without the need for

additional deployment and license costs.

Reduce administrative costs - by reducing the burden of password resets on the help desk.

® Increase Security - as users no longer needing to know their passwords for backend applications,
stronger password policies can be implemented without the risk of users adopting on unsafe

Built to provide real-time authentication and authorization services, Access: One ensures the right people password practices.

have the right access at the right time. ® Decrease employee downtime - by reducing the risk of forgotten passwords.

The Pirean Approach - Identity, Access and Compliance
Management

Organizations looking to extend the reach of their Identity and Access
Management solutions can look to complement Access: One through
introducing Compliance: One for Continuous Controls Monitoring.

Through Compliance: One s risk framework and attestation engine you
can easily introduce the capability to monitor and manage the access
rights of every user across every system.

To find out more about Compliance:One, contact your Pirean
representative or visit www.pirean.com/complianceone.

Access: One for IBM Tivoli Access Manager for e-Business Access: One also enables you to
quickly extend your TAM
infrastructure with out-of-the-box
accelerators for:

Access: One reduces the deployment time for TAM implementations by
allowing you to easily create, manage and extend External Authentication
Interfaces through a single interface.

With our zero-touch user management system you remove the need for ® Actividentity;

provisioning and synchronization with your back end user repositories. ® Cryptomathic;
Using Access: One you can easily introduce new business logic to your * Entrust
login process (for example IP white lists and time based access control) and * Gemalto;
new access controls (such as SMS based validation) without the need for ® RSA;
development or changes for your backend applications. ® Vasco; and

® Verisign.

To find out more about Access: One, contact your P I R EAN

Pirean representative or visit www.pirean.com/accessone. Together We're Smarter.
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About Pirean

Pirean is a leading technology partner and consultancy
delivering real-time business and service assurance through
solutions for infrastructure and application management.

Working in partnership with Pirean, your business will quickly realise the
full potential of your infrastructure. We focus on helping our clients to
achieve their business goals and providing them with ongoing support
through proven capabilities in:

®  Consulting
®  Technology
®  Qutsourcing

We deliver the visibility, control and automation capability that you need
from your infrastructure and applications to deliver robust, highly available
and streamlined business services while managing risk and compliance.

Our unique blend of consulting services and technical capabilities enable
us to help you take a strategic view of your business; where you are, where
you want to go and how to better leverage the resources you have to get
there.

We deliver expert support for Infrastructure, Service and Security
Management platforms using IBM technologies throughout the life
of your solution from design and build through delivery and into
ongoing performance improvement and support.

Pirean’s accolades include the IBM ‘Business Partner Innovation
Award’ (2008) ‘Beacon Award Finalist — Outstanding Service
Management Tivoli Solution’ (2009) and the IBM Tivoli Business
Partner Service Management Solution Award (2010).

In March 2010, Pirean was officially recognised by IBM Tivoli Software
as the most accredited Tivoli business partner in the world, based
on the Tivoli AAA Deployment Accreditation initiative. The company
holds 14 of IBM’s AAA, AA and A Tivoli Accreditations spanning
Security and IT Service delivery. Pirean is the first and only Partner to
hold IBM Tivoli AAA status, the highest authorised level, across both
IT Service and Security Management.
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*Source: IBM, based on AAA accreditations For
IT Service Management and Security
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